
Data Protection Impact Assessment

What is a Data Protection Impact Assessment?

A Data Protection Impact Assessment (“DPIA”) is a process that assists organisations in identifying 
and minimising the privacy risks of new projects or policies. 
  
Projects of all sizes could impact on personal data. 
  
The DPIA will help to ensure that potential problems are identified at an early stage, when 
addressing them will often be simpler and less costly. 
  
Conducting a DPIA should benefit the Council by producing better policies and systems, and 
improving the relationship with individuals.

Why should I carry out a DPIA?

Carrying out an effective DPIA should benefit the people affected by a project and also the 
organisation carrying out the project. 
  
Whilst not a legal requirement, it is often the most effective way to demonstrate to the Information 
Commissioner’s Officer how personal data processing complies with data protection legislation. 
  
A project which has been subject to a DPIA should be less privacy intrusive and therefore less likely 
to affect individuals in a negative way. 
  
A DPIA should improve transparency and make it easier for individuals to understand how and why 
their information is being used.

When should I carry out a DPIA?

The core principles of DPIA can be applied to any project that involves the use of personal data, or 
to any other activity that could have an impact on the privacy of individuals. 
  
Answering the screening questions in Section 1 of this document should help you identify the need 
for a DPIA at an early stage of your project, which can then be built into your project management or 
other business process.



Who should carry out a DPIA?

Responsibility for conducting a DPIA should be placed at senior manager level. A DPIA has 
strategic significance and direct responsibility for the DPIA must, therefore, be assumed by a senior 
manager. 
  
The senior manager should ensure effective management of the privacy impacts arising from the 
project, and avoid expensive re-work and retro-fitting of features by discovering issues early. 
  
A senior manager can delegate responsibilities for conducting a DPIA to three alternatives: 
   
a) An appointment within the overall project team; 
b) Someone who is outside the project; or 
c) An external consultant. 
  
Each of these alternatives has its own advantages and disadvantages, and careful consideration 
should be given on each project as to who would be best-placed for carrying out the DPIA.

How do I carry out a DPIA?

Working through each section of this document will guide you through the DPIA process. 
  
The requirement for a DPIA will be identified by answering the questions in Section 1. If a 
requirement has been identified, you should complete all the remaining sections in order. 
  
The Data Protection Impact Assessment Statement in Section 7 should be completed in all cases, 
and a copy of this document should be sent to the Information Lawyer (Data Protection Officer) to 
record and review. 
  
The Information Lawyer (Data Protection Officer) will review the DPIA within 14 days of receipt, and 
a draft DPIA report will be issued within 28 days. The report will confirm whether the proposed 
measures to address the privacy risks identified are adequate, and make recommendations for 
additional measures needed. 
  
These measures will be reviewed once in place to ensure that they are effective. 
  
Advice can be found at the beginning of each section, but if further information or assistance is 
required, please contact the Information Lawyer (Data Protection Officer) on 023 8083 2676 or at 
information@southampton.gov.uk.
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Section 1 - Screening Statements

The following statements will help you decide whether a DPIA is necessary for your project.

Please tick all that apply. 
 

The project will involve the collection of new information about individuals.
The project will compel individuals to provide information about themselves.
Information about individuals will be disclosed to organisations or people who have not 
previously had routine access to the information.
You are using information about individuals for a purpose it is not currently used for, or in 
a way it is not currently used.
The project involves you using new technology which might be perceived as being 
privacy intrusive. For example, the use of biometrics, facial recognition, or profiling.
The project will result in you making decisions or taking action against individuals in ways 
which can have a significant impact on them.
The information about individuals is of a kind particularly likely to raise privacy concerns 
or expectations. For example, health records, criminal records, or other information that 
people would consider to be particularly private.
The project will require you to contact individuals in ways which they may find intrusive.
The project involves making changes to the way personal information is obtained, 
recorded, transmitted, deleted, or held.

If any of these statements apply to your project, it is an indication that a DPIA would be a useful 
exercise, and you should complete the rest of the assessment, including the Data Protection Impact 
Assessment Statement in Section 5. 
  
If none of these statements apply, it is not necessary to carry out a DPIA for your project, but you 
will still need to complete the Data Protection Impact Assessment Statement in Section 5.



Section 2 - Identifying the Need for a DPIA

Briefly explain what the project aims to achieve, what the benefits will be to the Council, to 
individuals, and to other parties.

Section 3 - Describe the Information Flows

The collection, use, sharing, and deletion of personal data should be described here.



Section 4 - Identifying the Privacy Risks

Answering the questions below will help identify the key privacy risks, and the associated 
compliance and corporate risks. 
  
The questions cover the key data protection principles, and whilst all may not be relevant to your 
project, they may prompt you to consider areas of risk which aren't initially apparent.

Principle 1 
  
Personal data shall be processed lawfully, fairly and in a transparent manner in 
relation to the data subject.

What personal data will be collected and/or shared?

With whom will the personal data be shared?

How will individuals be told about the use of their personal data?



Conditions for processing

For all data (tick all that apply):

The data subject has given consent to the processing.
The processing is necessary for the performance of a contract to which the data subject 
is party or in order to take steps at the request of the data subject prior to entering into a 
contract.
The processing is necessary for compliance with a legal obligation to which the Council 
is subject.
The processing is necessary for the performance of a task carried out in the public 
interest or in the exercise of official authority vested in the Council.

Does your project involves the processing of the following? 
  
Tick all that apply:

data revealing racial or ethnic origin
political opinions
religious or philosophical beliefs
trade-union membership
genetic data or biometric data for the purpose of uniquely identifying a natural person
data concerning health
data concerning a natural person's sex life or sexual orientation

If so, which of the following apply?

The data subject has given explicit consent to the processing.
The processing is necessary for the purposes of carrying out the obligations and 
exercising specific rights of the Council or of the data subject in the field of employment 
and social security and social protection law.
The processing is necessary for the establishment, exercise, or defence of legal claims, 
or whenever courts are acting in their judicial capacity.
The processing is necessary for reasons of substantial public interest.
The processing is necessary for the purposes of preventive or occupational medicine, for 
the assessment of the working capacity of the employee, medical diagnosis, the 
provision of health or social care or treatment or the management of health or social care 
systems and services.
The processing is necessary for reasons of public interest in the area of public health, 
such as protecting against serious cross-border threats to health or ensuring high 
standards of quality and safety of health care and of medicinal products or medical 
devices.
The processing is necessary for archiving purposes in the public interest, scientific or 
historical research purposes or statistical purposes.



If you are relying on consent to process personal data, how will this be collected and recorded?

What will you do if consent is withheld or withdrawn? How will this be recorded?

Can an alternative condition for processing (see page 7) be used instead of consent? If yes, 
please provide details. See conditions on page 6 for options.

How will individuals be informed at the point of collection about how their personal data will be 
used?

Will any personal data be published on the Internet or in other media? If yes, please provide 
details.

Will a third party contractor be processing the personal data on our behalf, or involved at any 
stage in the data processing process?



Principle 2 
  
Personal data shall be collected for specified, explicit, and legitimate purposes, 
and not further processed in a manner that is incompatible with those purposes.

Do you envisage using the personal data for any other purpose in the future? If so, please 
provide details.

Principle 3 
  
Personal data shall be adequate, relevant, and limited to what is necessary in 
relation to the purposes for which they are processed.

Are you satisfied that the personal data processed is of good enough quality for the purposes 
proposed? If not, why not?

Is there any personal data that you could not use, without compromising the needs of the 
project? If yes, please provide details.

How will you ensure that only personal data that is adequate, relevant, and not excessive in 
relation to the purpose for which it is processed?



Principle 4 
  
Personal data shall be accurate and, where necessary, kept up to date.

Are you able to update and amend personal data when necessary, after it has been collected 
and recorded? Please provide details.

How will you ensure that personal data obtained from individuals or other organisations is 
accurate?

Principle 5 
  
Personal data shall be kept in a form which permits identification of data 
subjects for no longer than is necessary for the purposes for which the personal 
data are processed.

What retention periods are suitable for the personal data you will be processing?

How will you ensure the personal data is deleted in line with your retention periods?

What processes will be put in place for the destruction of the personal data?



Principle 6 
  
Personal data shall be processed in accordance with the rights of data subjects 
under this Act.

If an individual requested a copy of the personal data held about them, detail how this would be 
provided to them.

If the project involves marketing, have you got a procedure for individuals to opt out of their 
personal data being used for that purpose?

Principle 7 
  
Personal data shall be processed in a manner that ensures appropriate security 
of the personal data, including protection against unauthorised or unlawful 
processing and against accidental loss, destruction or damage, using 
appropriate technical or organisational measures.

Where, and in what format, will the personal data be kept?



Will an IT system or application be used to process the personal data? Please provide details.

How will this system provide protection against security risks to the personal data?

What training and instructions are necessary to ensure that staff know how to operate the 
system securely?

Will staff ever process the personal data away from the office (e.g. via paper files, on laptops, 
tablets, or smart phones)? If so, please provide details.

How will access to the personal data be controlled?



Principle 8 
  
Personal data shall not be transferred to a country or territory outside the 
European Economic Area (EEA) unless that country of territory ensures and 
adequate level of protection for the rights and freedoms of data subjects in 
relation to the processing of personal data.

Will the project require you to transfer personal data outside of the EEA? If yes, please provide 
details.

If you will be making transfers, how will you ensure that the personal data is adequately 
protected?

If a contractor is being used to process the personal data, where are they (and their data stores) 
based?



Section 5 - Data Protection Impact Assessment Statement

This statement must be completed for all projects, regardless of whether a DPIA was deemed to be 
necessary on completion of the screening questions in Section 1.

Name:

Position:

Project Summary:

Estimated date of project completion:

Please choose one of the following options:

None of the screening statements in Section 1 of this document apply to the above 
project, and I have determined that it is not necessary to conduct a Data Protection 
Impact Assessment.
Some of the screening statements in Section 1 of this document apply to the above 
project, and a need to carry out a Data Protection Impact Assessment was identified. The 
assessment has been carried out, and the outcomes will be integrated into the project 
plan to be developed and implemented.

Date:

Once completed, please send a copy of this document to Corporate Legal. 
  
Email: information@southampton.gov.uk 
  
Internal post: Corporate Legal, Civic Centre, Municipal, Ground Floor West
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 The authorities have engaged actively since 2016 to develop a model that fulfils the criteria put in place by the DfE; that does not represent an unacceptable risk to any of the authorities involved; retains flexibility to enable authorities to respond to future policy; and, most importantly, is considered to provide genuine opportunities for improving the outcomes for children and families.
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	How will access to the persona_qcuEKTV*20OI07yHrdKG8Q: Each local authority will continue to use their local protocols and systems for controlling data . There will be additional protocols in place  for the RAA. 
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	What training and instructions_TKnoQofEOdDdwLhrkBf33Q: The staff will need access to on line and face to face training in relation to information sharing and the corresponding IT systems. Staff will be expected to update their training in data protection and information governance as now . Further  training will be provided for both the RAA staff and those in the Local Authority as part of the implementation programme  of the RAA.
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	How will you ensure the person_nqp9*myX5wcdy-c9KkIX*Q: The Records Retention Schedule is applied to both electronic, paper and any other media holding adoption records  
	What retention periods are sui_wSn964ZGVuMH9rQua37*Hw: Records are retained  in accordance with the current records retention schedule entries EA12 to EA16 and any subsequent changes to that schedule because if changes in legislation and central guidance/best practice

 
	How will you ensure that perso_uBT8*93Zz9gHL7HvLcfp8g: The information is confirmed by cross reference to other documentation . Photo ID and identifcation documentation is checked with partnership agancies for example Police data base.  
	Are you able to update and ame_Dswg5CPK7a9heH2jhAapig: Yes . Adoption records are required to be updated regularly whilst the adoption process is active. These records would be updated on the electronic system  both within the Local Authority and the Regional Adoption system when necessary . Children' s records will be maintained by the home Local Authorities with limited information  shared with the Region . A  detailed protocol will be in place prior to the beginning of the RAA.
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	What will you do if consent is_PQV9sxn*0JHKG0mGq1URYw: In this case no information of a personal nature will be stored or recorded. The number of  initial contacts only will be recorded  
	If you are relying on consent _RHdGGk6W8o7VfvKwv939ew: As now. applicants sign a consent form to allow their information to be shared and statutory checks and references to be sought.
	If so, which of the following _6_OcoiGw2MbKu*Bd-4wwy-5w: Off
	If so, which of the following _5_OcoiGw2MbKu*Bd-4wwy-5w: Off
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	If so, which of the following _3_OcoiGw2MbKu*Bd-4wwy-5w: Off
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	For all data (tick all that ap_3_bCYMhKmFtCnDQdHKX26v9A: Yes
	For all data (tick all that ap_2_bCYMhKmFtCnDQdHKX26v9A: Yes
	For all data (tick all that ap_1_bCYMhKmFtCnDQdHKX26v9A: Off
	For all data (tick all that ap_0_bCYMhKmFtCnDQdHKX26v9A: Yes
	How will individuals be told a_j1Ky9WBBBtuUWFxgH-VqjA: Individuals will be told at the beginning of the process when they contact the Adoption Agency . Children  remain with their local authority so current processes will be amended to include information about the RAA when appropriate as needed . 
	With whom will the personal da_zAAv7V*Kf-pn3LrfG-b7iA: The information will be shared with regional partners/ panel and matching service as needed for the adoption process to proceed. Any information will be subject to any information sharing agreements in place. 
	What personal data will be col_uZ-as3n9M*y8L5qlfipc-A: All information relating to Children and Adults involved in the adoption process  either as Adopters or as those  being placed for adoption. The information is of a sensitive and personal nature and often includes details  relating to other extended family members. 
The list below gives examples of  the information gathered.   
Children
Name / Address / legal status 
Birth parents medical employment , relational and social history 
History of LA intervention and actions in the case  and in some cases that of extended family members. 
Paris number 
Health information

Adults 
Name Address 
Martial Status 
DBS
Immigration status 
Employment History / References 
Personal history / References 
Parenting history 
Information on the birth children of adopters including refernces from current school attended.
Sexual orientation 
Relationship History 
Other relevant individualized information / references including ex partners. 
 
	The collection, use, and delet_87dwyh4jRpm73tkVxKrM6Q: Local authorities will remain responsible for their data as is current practice . Adoption files have to be stored for 100 years and the council has made safe and secure provision including disaster planning for these files. The current IT system will be used within the local authority and the region will commission a client record system for those who go directly to the RAA. Children's data and files will remain the responsibility  of their home authority and  current data processing protocols will apply .
The data will be used soley for the purposes of the Adoption process .  Both the home Agency and the regional Agency will have responsibility for reporting to the DfE 
Further work will be undertaken regarding the sharing of information between the local authority and the RAA. 
  
	With the screening statements _pAN5Kb6YciqVpUTPucL3Sw:  
The proposed model is to establish a  Regional Adoption Agency for the future delivery of some adoption related services  (RAA) . This will comprise   Southampton City Council , Hampshire County Council, Isle of Wight Council, and Portsmouth City Council . This proposal is in line with Government policy and will ultimately support an increase in family finding for children.
 The model seeks to build on the current good practice within each Local Authority. It aims to deliver a more cohesive, efficient and effective service for some of our most vulnerable children and their families.   The new RAA, to be known as Adopt South, will continue to work with its existing Voluntary Adoption Agency partners and other key stakeholders to help shape the new service. 

The Government's view is that structural change will improve the process for children and adopters leading to increased numbers of children being adopted,  a better quality experience for adopters and improved timeliness overall. The DfE expects the RAA programme to deliver consistently good and innovative adoption practice that ensures improved life chances for children.
 
The authorities have engaged actively since 2016 to develop a model that fulfills the criteria put in place by the DfE; that does not represent an unacceptable risk to any of the authorities involved; retains flexibility to enable authorities to respond to future policy; and, most importantly, is considered to provide genuine opportunities for improving the outcomes for children and families.

The aim is that  more adopters will be found for those children whose plan is for adoption . This will enable the Council; to fulfill its duties towards the children in its care in a timely way enabling them to live happy healthy lives in their secure and  permanent home . 
It will enable the Council to meet the DfE expectation that all council's will be part of a regional Adoption service by 2020. 
The Council will be less vulnerable to market forces in the Adoption  and will in time be purchasing fewer inter-agency placements for those children for whom Adoption is the plan. 
This will enable children to remain closer to their placing authority resulting in less  extensive travel arrangements for staff , children , foster carers and adopters during introduction and initial placment period.
Children should be able to be placed within the region where they were received into care 
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