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Title New user set up: Microsoft Authenticate and SSO

Summary Before you can access any application within the Southampton City Council’s
(SCC) domain you will first need to set up Microsoft Azure Authenticate. This
identity verification process enables the server to recognize who is login into

our systems, this prevents unwanted external accesses and ensure only those
who have permission can get through to our business systems.

The verification process you set up will be linked to a telephone number or the
Microsoft App, ensuring you are the person who is login in, and if not, the
system will block any unauthorised access. If you notice activity or receive a
code through to your device which you have not requested, please contact IT
Service Desk immediately and report the suspicious activity (for schools please
contact your IT support).

As part of the login process, once you have cleared the verification process,
you can then log into Business World via Single Sign On (SSO). This new
efficient and secure sign in process enables users to automatically sign into
their desired application through their network ID, (schools will link through
their work email account) meaning you won’t have to use a username or
password any longer to log into Business World.

For users, who have an SCC network ID. (i.e. those whose email addresses end
@southampton.gov.uk), you may already have this set up. In which case you
can jump to SSO section of the guide.

For SCC staff: If you have any issues during the set-up process of Microsoft
Authenticate, please contact IT service desk: IT Service Desk Online
(southampton.gov.uk). For school staff: please contact your designated school
IT support team.

If you have any issues involving SSO please contact:
bw.help@southampton.gov.uk
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1. SETTING UP 2 FACTOR AUTHENTICATION

e Please use this URL every time you want to log into Business World:
Unit4 ERP (unit4cloud.com)
e (Schools, can log into this link direct from any PC without having to first log in via HSPN2)

The below is for users who have not yet set up Microsoft authenticate:

° Initially you will be asked to sign in using the address we

have linked to your account. For SCC network users, this will be

your network ID, ending with @southampton.gov.uk., e.g.,

SCSABAA9 @southampton.gov.uk. For those of you not on SCC
wo MEEM  network, it will be your work email address.

. You will then be asked to enter your network password. For
[, PR those not on SCC network, this will be your network password that

links to your work email password.
Enter password

e If when completing the above two stages, you have not set up 2 factor authentication you
will prompted to set it up at this point. You will have a code sent to your email account
which you will need to enter on screen as directed -

i

msoUTHAMPTDN m SOUTHAMPTON

CITYCOUNCIL CITYCOUNCH
< ssidscctest@gmail.com + ssidscctest@gmail.com
Enter code Enter code
We just sent a code to ssidscctest@gmail.com ) We just sent a code to ssidscctest@gmail.com

- 43253821
Didn't receive it? Please wait for a few minutes an Didr't receive it? Please wait for 3 few minutes and try again
. O O

Click Sign In
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e You will be presented with the screen on the right.

e Accept this.

e You will then get a holding screen while the system starts

the authentication setup

e Once completed you will be directed to the screen below,
where you will be requested to complete additional

information.

ﬂ‘ TSI

More information required

[ TR

Permission requested by:

4 touthampton Gow uk

Thit rescurce s not shared by Microsoft

i m

When you click on next, it will take you into the Additional
Security Verification screens for you to set up the methods
you wish to be contacted. We recommend a mobile device
or the Microsoft Authenticate app, which you can
download to your device through this link:

Microsoft Mobile Phone Authenticator App | Microsoft

Security
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e Use the initial dropdown box to set up each
of the methods you wish to choose, it is
highly recommended that you have more

Step 1: How should we contact you?

than one method and they are not all linked
to the same device.
e Complete this set up for the Authentication.

e There are 2 final stages to complete (as shown below), once these have been accepted and
agreed to, everything will be set up for your use.

B® Microsoft U NITZ

ssidscctest@gmail.com
Web - Southampton City

Permissions requested © would like y

Business World (Production)
southampton.gov.uk Use your user identifier

This application is not published by Microsoft.

This app would like to:
\v View your basic profile

Use your profile information
\/ Maintain access to data you have given it access to

ser profile infor

ssidscctest Logout

Accepting these permissions means that you allow this app to use

2. LOGGING IN VIA 2 SET AUTHENTICATION

The below is for users who have set up Microsoft Authenticate:

e Please use this URL every time you want to log in to Business World:
Unit4 ERP (unit4cloud.com)
e (Schools, can log into this link direct from any PC without having to first log in via HSPN2)
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i
m HOTHAMETTH
’

Sign in °

e m

m SO THAMPTEN °

Enter password

°
Verify your identity
°
|
-
°
ﬂ‘ﬂ:\u'-uwmh
Enter code i
°
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Initially you will be asked to sign in using the address we
have linked to your account.

For SCC Network users, this will be your network ID, ending
with @southampton.gov.uk. e.g.,

SCSABAA9 @southampton.gov.uk

For those of you not on SCC network, it will be your work

email address.

You will then be asked to enter your network password.
For those not on SCC network, this will be the password that
links to your work email address.

Once Password has been confirmed, you will then be asked
to verify your identity via the method you have selected to
be contacted with.

Click on the option you wish to be notified by.

A text with a code will be sent via your chosen method of
verification.

Enter the code received on this screen and click Verify.

Once you have verified your code you will automatically be
signed into Business World. If you do not log out of the
network, or your Laptop/PC, you will not need to go through
this process again, you will automatically be logged back in.
If you have opted to use the Authentication App, it will differ
slightly to the above, you will be asked to follow the in-app
directions to approve sign-in request. Once verified you will
log in automatically.
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3. SCHOOLS AND NHS (EXTERNAL USERS SET UP)

e As an external user of Business World, you will have been added to our external users TEAMS
group, which is a portal we use to link external accounts to the SCC domain.

Microsoft Teams e You will have received an invite
Helen added you as a guest to southampton.gov.uk! email to your work email account inviting

you to join our external users TEAMS

group
BW External Users . please accept by opening the invite
List of Business World Users who are not and fO“OW the Online instructions to
on the SCC Corporate Networks e.g.
Schools, Unive... connect your account to TEAMS, once the

link has been established, you can close

Open Microsoft Teams

the TEAMS application down, you will not
need to do anything further, it's a one-off

| 3 action.
. | — S _
; . We recommend for ease you use a
4
mobile device you have rather than a
L S
. ity reasons to
ring your team together R shared work phone for security r
ot . receive authentication code each time you
Create an open, collaborative uts@e of open team c?nversat\ons,
workspace for your team. Use chat privately and share files and notes log in, or the Microsoft authenticate app.
channels to organize conversations by with anyone in your organization.
topic, area, or anything else. . (You can download the app from here

Microsoft Mobile Phone Authenticator
App | Microsoft Security

e Please then log onto Business World via the cloud using this link: Unit4 ERP (unit4cloud.com)

e When you logon, please use your work email address and the corresponding password for this
email account. This is the email we have registered your access against:

“ e m iﬂ.'nuﬂl‘ﬂ:q
Sign in
Enter password

g N
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e From here you will be asked to set up Microsoft authentication. For direction on how to set up
Authentication please go to section 1 of this guide.

e Once you have access to Business World, it’s not necessary to log out entirely from the system,
this will trigger the reauthentication process. If you wish to stay logged in, you only have to X out
of the page.

e Ifyou have any technical issues setting up this one-off authenticate process, or any issues in future
regarding Microsoft Authenticate, we advise you to contact your institutions IT support as we
don’t have connections to external computers outside the SCC domain to assist. However, any
issues with SSO please get in contact with bw.help@southampton.go.uk

3. LOGGING ON VIA SINGLE SIGN ON

The below is for ALL (INTERNAL AND EXTERNAL) users who have set up Microsoft Authenticate:

e Please use this URL every time you want to log in to Business World:
Unit4 ERP (unit4cloud.com)

e (Schools, can log into this link direct from any PC without having to first log in via HSPN2)

e Logging on to Business world has changed to Single Sign On. This means you no longer need
to enter a username or a password to log on. Please follow the simple steps below:

e Please select Identity Services Authentication as per the screenshot below highlighted in
yellow and click login.

uniT UNIT4

n business for people

Business World Desktop @ would like your
permission to
| Unitd application authentication - |
Unit4 application authentication
Identity Services authentication Use your user identifier A

Client

Password

Use your profile information

e As this may be the first time you are logging in using single sign on, you may need to click
Accept on the Terms pop up.
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e Each subsequent time you log in, you will only need to select Identity Services
Authentication.

e Session timeout — if there has been no activity in your Business World session for several
minutes, the session may time out.

e You will see one of the messages below. You will be informed your session is about to expire
or find you have been logged off. All you need do is either log off or log back on to
reconnect.

X —

uniT

| [ Your session is about to expire

You are about to be logged out automatically.

You are logged out of the application

Stay logged in

4. LOGGING IN VIA MOBILE DEVICE

e Before you are allowed to access any SCC systems via a mobile device you will need to first
download ‘Microsoft Intune’. You can do this via Google Play or Apple Store depending on
what model phone you have. For guidance please visit: Get the Intune Company Portal app |
Microsoft Learn

e This company portal application system will secure your device and will manage all Microsoft
applications you download to your phone. Please follow the instruction on screen using your
network ID and password when prompted. Please note: As part of the download process,
Microsoft will also download a selection of company approved applications like edge and
outlook to your device for functionality and security, please use these when doing any work
relating to SCC systems.
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1359 4 © 3

Search

Company Contacts
Portal

My Files

Q&ae a0

Play Store

&5 @QQ0

AIP Viewer Edge

m SOUTHAMPTON

M Citv counci
=== @southampton. gov.uk
Enter code

(1 We've texted your phone +XX XXXXXXXX@B
Please enter the code to sign in.

611699

Having trouble? Sign in another wa

More information
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Outlook

OneDrive

eOnce you have the application ready on your phone
you will see it will automatically split your phone in to
two sections ‘Personal’ where all your own apps are
and ‘Work’, where all the SCC approved apps will be
(please note different phones will have different
layouts):

o All applications in the work page are secured by
Microsoft Azure Authentication, you will observe
there is a lock on each one of them. You will need to
verify your identity whenever you open one up. We
recommend you use your mobile or the Microsoft
authentication app to receive the code for ease of
use. (You can download the app from here Microsoft
Mobile Phone Authenticator App | Microsoft Security

e Please enter the code sent when prompted and click verify,

if entered correctly this will automatically open your desired

application.

e Please save Business World URL Unit4 ERP (unit4cloud.com)

to your device so it ready when you want to log on. Paste this

URL into the edge browser and it will open up your payslip page

on Business World:
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& BT 84%m
ubw.unitdcloud.com/uk_soc_prod_web/ (@)

[=E4 Vel Q

© ©
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e Depending on what device you are using, if using an Apple

& oo
6 @

phone you can simply click on any payslip you want to view

&

and it will open up. However with Android devices you will

DO O DB

(LI P P P
@

&

need to hold down on the payslip icon and select ‘Check out’

B
&8
&
&
&

H O @ @
®

to download and view:

L)
PDF

August 2020 August 2021

P

Add a document

Honorana print

* Check out

) §E
-

how all revisk
June 2021 June Show all revisions.

i Properties.
Request maintenance.
Delete
Nov 2020 November 2019

t v File downloaded

(85.91 KB) ubw.unit4cloud.com

Southampton City Council [D Q 2

e Ifit’s your first time doing this you will need to allow access to files on your phone, please
press allow when prompted, this will then allow download to start and when it completes it
will allow you to open the file. If you miss the pop up, you can go to ‘My files’ on your phone
and under downloads you will find a copy of the payslip you downloaded to your device.
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e You wont be able to download the same file to another location untill you check the

document “back in”, effectively reversing the process, to do this hold down the payslip icon
and select ‘check in’:

) o o}
N K
Undo check
£or :
2022 September Show all re: just 2021
Properties.
Create template.
Request mainte
Delete
June 2022 May 2021 November 2021
e > @ < 4

FURTHER INFORMATION

If you have any further questions, please do not hesitate to contact the Business World inbox at
Bw.help@southampton.gov.uk.
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